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Multi-Agency 
Information Security 

Audit 
Highlights  

Highlights of performance audit report on Multi-
Agency, Information Security, the Division of 
Public and Behavioral Health, the Office of the 
Secretary of State, the Cannabis Compliance 
Board, and the Employment Security Division 
issued on April 15, 2026.   

Legislative Auditor report # LA26-07.   

Background                         
The Division of Public and Behavioral Health’s 
(DPBH) mission is to protect, promote, and 
improve the physical and behavioral health of the 
people of Nevada.  DPBH is part of the 
Department of Health and Human Services.   

The Nevada Secretary of State is elected to a 4-
year term and is responsible for maintaining the 
official records of the acts of the Nevada 
Legislature and the Executive Branch of State 
Government.   

The Cannabis Compliance Board (CCB) consists 
of five Governor appointed board members.  The 
CCB governs Nevada’s cannabis industry through 
strict regulation of all areas of its licensing and 
operations, protecting the public health and safety 
of citizens and visitors while holding cannabis 
licensees to the highest ethical standards.   

The Employment Security Division (ESD) has a 
vision of creating success for businesses and 
Nevadans.  ESD exists to empower a vibrant labor 
market in Nevada by creating business and worker 
connections with high-quality, demand-driven 
services.  ESD is a division of the Department of 
Employment, Training and Rehabilitation.   

Purpose of Audit                 
The purpose of the audit was to determine if the 
selected agencies have adequate information 
security controls in place over risk assessment, 
asset inventory, vulnerability management, and 
security awareness training to ensure the protection 
of information technology systems and the data 
those systems process, store, and transmit.  This 
audit included the systems and practices in place 
during calendar years 2023 and 2024.   

Audit Recommendations    
This audit report contains 27 recommendations to 
improve information security controls across 4 
agencies.   

The Division of Public and Behavioral Health 
accepted the seven applicable recommendations.  
The Office of the Secretary of State accepted the 
seven applicable recommendations.  The Cannabis 
Compliance Board accepted the six applicable 
recommendations.  The Employment Security 
Division accepted the seven applicable 
recommendations.   

Recommendation Status     
Each agency’s 60-day plan for corrective action is 
due on July 11, 2026.  In addition, the 6-month 
report on the status of audit recommendations is 
due on January 11, 2027.   

Division of Public and Behavioral Health (DPBH) 
Summary: Information system controls at DPBH need improvement to strengthen security, 

efficiency, and oversight of their operating information technology (IT) environment.  Weaknesses 
identified include: DPBH has not completed a risk assessment of the full operating IT environment, 
the inventory and control of enterprise assets does not include a physical inventory of assets, the 
continuous vulnerability management program lacks documented procedures, and the security 
awareness training program lacks internal policies and procedures.   

Key Findings: DPBH has not conducted and documented a security risk assessment or an annual 
security controls self-assessment as required by state standards. (page 5)  DPBH does not conduct a 
physical inventory of IT assets. (page 7)  DPBH does not have a policy or process in place to track 
how long a vulnerability has been active nor do they have the ability to identify what vulnerabilities 
are being worked on or remediated. (page 9)  DPBH utilizes the State’s enterprise-managed security 
awareness training and simulated phishing platform as their primary cybersecurity training tool; 
however, the agency does not have any internal policies specific to security awareness training. (page 
11)   

Office of the Secretary of State (SOS) 
Summary: Information system controls at SOS need improvement to strengthen security and improve 

oversight of the operating IT environment.  Weaknesses identified include: a documented full risk 
assessment or annual self-assessment of information security controls has not occurred, the inventory 
and control of enterprise assets lack consistency and completeness, the continuous vulnerability 
management program lacks documentation and remediation processes, and the security awareness 
training program does not ensure all employees are completing their initial and annual training.   

Key Findings: SOS has not completed a documented full risk assessment or prepared an annual self-
assessment of information security controls. (page 14)  SOS conducts semi-formal annual inventory 
procedures; however, there are no documented procedures for conducting the annual inventory and 
pertinent information is missing. (page 15)  SOS lacks documented procedures for maintaining its 
vulnerability management program and tracking of vulnerabilities found in the operating IT 
environment. (page 16)  SOS utilizes the State’s enterprise-managed security awareness training and 
simulated phishing platform as its primary cybersecurity training tool.  All 129 agency employees 
were properly enrolled in the security awareness training program and required to complete their 
annual training or initial security awareness training within the first 90 days of employment as 
required by state policy.  However, training was not always completed on time. (page 18)   

Cannabis Compliance Board (CCB) 
Summary: Information system controls at CCB need improvement as there is a lack of documented 

policies and procedures.  Weaknesses identified include: a full information security risk assessment 
has not occurred, the inventory and control of enterprise IT assets process does not follow CCB 
policy, the continuous vulnerability management program is not fully implemented, and the security 
awareness training program needs improvement.   

Key Findings: CCB has been active for over 4 years and has not conducted and documented a full 
information security risk assessment. (page 21)  While CCB is conducting an annual inventory of 
assets, they are not updating state inventory records, which does not follow their internal policy to 
ensure state inventory compliance. (page 22)  CCB’s continuous vulnerability management program 
includes several areas without oversight or operating procedures and limited documentation. (page 
24)  CCB utilizes the State’s enterprise-managed security awareness training and simulated phishing 
platform as their primary cybersecurity training tool.  We evaluated the security awareness training 
program of CCB and found there could be some improvements to CCB’s procedures. (page 26)   

Employment Security Division (ESD) 
Summary: Information system controls at ESD need improvement to strengthen security and improve 

oversight of the operating IT environment.  Weaknesses identified include: an overall risk assessment 
for ESD’s operating IT environment remains undocumented, the asset inventory process lacks 
consistency and completeness, the continuous vulnerability management program lacks 
documentation and training, and the security awareness training program does not adhere to internal 
policies.   

Key Findings: An overall security risk assessment for ESD's operating IT environment remains 
undocumented. (page 29)  ESD depends on the Department of Employment, Training, and 
Rehabilitation’s (DETR) IT team and an internal group to manage its computer inventory process.  
The agency has an internal inventory policy, but it has not been updated in over 16 years. (page 30)  
DETR’s Information Security Officer oversees ESD’s continuous vulnerability management 
program.  During the audit, DETR was using the State’s enterprise-managed vulnerability 
management software for vulnerability scanning.  Out of 54 devices tested, 33 (61%) were scanned 
and each had at least one critical or high vulnerability. (page 31)  ESD utilizes the State’s enterprise-
managed security awareness training and simulated phishing platform as their primary cybersecurity 
training tool.  At the time of this audit, internal policies for follow-up on incomplete training were 
not consistently enforced. (page 33)   



 

 

Legislative Commission 
Legislative Building 
Carson City, Nevada 

This report contains the findings, conclusions, and recommendations from our 
performance audit of the Division of Public and Behavioral Health, the Office of the 
Secretary of State, the Cannabis Compliance Board, and the Employment Security 
Division.  This audit was conducted pursuant to the ongoing program of the Legislative 
Auditor as authorized by the Legislative Commission.  The purpose of legislative audits 
is to improve state government by providing the Legislature, state officials, and Nevada 
citizens with independent and reliable information about the operations of state agencies, 
programs, activities, and improve functions relating to the security of the information 
systems.   

This report includes 27 recommendations to improve the security of the information 
systems for the 4 agencies audited.  We are available to discuss these recommendations 
or any other items in the report with any legislative committees, individual legislators, or 
other state officials.   

Respectfully submitted, 

Daniel L. Crossman, CPA 
Legislative Auditor 

May 30, 2025 
Carson City, Nevada 
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Introduction 

Multiple state agencies can improve their information security 

controls in the following four areas: 1) risk assessments, 2) 

security awareness training, 3) continuous vulnerability 

management, and 4) asset inventory.  The agencies selected for 

this audit included the Department of Health and Human Services, 

Division of Public and Behavioral Health (DPBH); the Office of the 

Secretary of State (SOS); the Cannabis Compliance Board (CCB); 

and the Department of Employment, Training and Rehabilitation, 

Employment Security Division (ESD).   

It is the State Chief Information Officer’s direction that all state 

agencies within the Executive Branch of the Nevada State 

Government comply with the direction of the State Information 

Security Program Policy.  The National Institute of Standards and 

Technology (NIST) Special Publications 800 Series and the NIST 

Cybersecurity Framework (CSF) provide continuing guidance for 

the ongoing development and revision of the State Information 

Security Program Policy.  In addition, Nevada Revised Statutes 

(NRS) 603A was amended in 2019 to identify the Center for 

Internet Security (CIS) Controls as a baseline security framework 

for the Executive Branch of the Nevada State Government.   

State agencies have the responsibility to establish and implement 

a departmental security program, including policies, standards, 

and procedures.  These are to be consistent with or exceed the 

requirements of the state security policy, and commensurate with 

the risk and magnitude of harm to state information resources.  

Information security controls are essential for maintaining the 

integrity, confidentiality, and availability of information.  Neglecting 

any aspect of security controls can lead to potential security 

compromises.   

 

Executive 
Summary 
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To enhance cybersecurity resilience, numerous critical security 

controls play a vital role in safeguarding systems and data.  We 

exercised professional judgment to select the following four key 

information security controls for testing.   

Risk Assessment 

For all agencies tested, the risk assessment process needs 

significant improvement.  Risk assessments help to define and 

establish necessary controls and processes, commensurate with 

the level of risks, required to protect a state agency’s information 

processing infrastructure and information.  Without this 

assessment, agencies are unable to determine the risks, threats, 

and vulnerabilities to their information technology (IT) systems, 

applications, information, operational controls, and processes.   

Asset Inventory 

We determined most agencies tested need minor improvements 

to their asset inventory process.  CIS Controls specify IT asset 

inventory and control of enterprise assets programs should be 

used to actively manage all IT assets and to accurately know the 

totality of assets that need to be monitored and protected.  

Without inventory management, agencies cannot ensure security 

monitoring, incident response, system backup, state inventory 

reconciliation, and recovery of their IT assets.   

Vulnerability Management 

Vulnerability management needs minor improvement at agencies 

tested.  CIS Controls indicate vulnerability management programs 

should be used to continuously assess and track vulnerabilities on 

all assets in order to remediate and minimize the window of 

opportunity for attackers.  Without vulnerability management, 

agencies will not have timely threat information about software 

updates, patches, security advisories, threat bulletins, etc. to 

identify vulnerabilities.   
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Security Awareness Training 

We observed most agencies tested need minor improvements to 

their security awareness training programs.  CIS Controls specify 

that security awareness programs are used to influence behavior 

among the workforce by helping individuals to be security-

conscious and properly skilled, thereby reducing cybersecurity 

risks to an agency.  Without user-concentrated security training, it 

becomes easier for an attacker to entice a user to click a link or 

open an email attachment to install malware and gain access to 

an agency.   

While our testing is focused on these four aforementioned areas, 

we are not concluding on the overall adequacy of the agency’s 

information security environment.  Our conclusions and 

recommendations should only be applied to the specific areas 

identified as noted in the body of this report.   

The scope of our audit included a review of systems, policies, and 

procedures in place during calendar years 2023 and 2024.  Our 

audit objective was to:   

 Determine if the selected agencies have adequate 

information security controls in place over information 

security risk assessments, security awareness training, 

vulnerability assessments, and inventory management to 

ensure the protection of information technology systems 

and the data those systems process, store, and transmit.   

This audit is part of the ongoing program of the Legislative Auditor 

as authorized by the Legislative Commission and was made 

pursuant to the provisions of NRS 218G.010 to 218G.350.  The 

Legislative Auditor conducts audits as part of the Legislature’s 

oversight responsibility for public programs.  The purpose of 

legislative audits is to improve state government by providing the 

Legislature, state officials, and Nevada citizens with independent 

and reliable information about the operations of state agencies, 

programs, activities, and functions.   

 

Scope and 
Objective 
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Division of Public and 
Behavioral Health 

The mission of the Division of Public and Behavioral Health 

(DPBH) is to protect, promote, and improve the physical and 

behavioral health of the people of Nevada.  DPBH is a division of 

the Department of Health and Human Services.   

DPBH manages a diverse range of sensitive data associated with 

its many programs including behavioral health information, public 

health information, and clinical services information, among 

others.  As of February 2025, DPBH had 1,543 full-time 

employees of which 37 are dedicated IT positions.   

Information system controls at DPBH need improvement to 

strengthen security, efficiency, and oversight of their operating IT 

environment.  Weaknesses identified include:   

 The risk assessment process does not include complete 

annual assessments as required by state policy, nor has a 

full risk assessment of the entire operating IT environment 

been conducted.   

 The inventory and control of enterprise assets did not 

include a physical inventory of assets as required by state 

standards.   

 The continuous vulnerability management program lacks 

documented procedures and the ability to track known 

vulnerabilities.   

 The security awareness training program lacks internal 

policies and procedures that would further aid 

management in requiring users to complete training before 

access to state information and systems occurs.   

  

Background 

Summary 
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State Information Security Program Policy Not 
Followed   

DPBH has not conducted and documented a security risk 

assessment or an annual security controls self assessment as 

required by state standards.  DPBH contracted with a National 

Institute of Standards and Technology (NIST) auditor from the 

federal Department of Health and Human Services who helped 

DPBH conduct several internal risk assessments.  However, the 

assessments analyzed individual systems, not the whole 

operating IT environment as a full risk assessment would.  

Further, the assessments took place on average a year and a half 

ago or more, and as such do not meet the annual requirements for 

self-assessments.   

DPBH indicated it was trying to follow NIST guidelines for risk 

assessments.  Management believed risk assessments only 

needed to be completed every 3 years, yet a full risk assessment 

of the entire operating IT environment has not occurred.  Further, 

self-assessments are only being done when new applications are 

brought on, but the assessments solely look at those individual 

applications and systems, not the security posture of the agency 

as a whole.  See Appendix A on page 34 for related criteria.   

Without a documented security risk assessment, DPBH cannot 

ensure it will effectively identify or evaluate the risks, threats, and 

vulnerabilities to their IT systems, applications, information, and 

operational controls and processes.  This could lead to data 

breaches, disruption of operations, reputational damage, or 

financial losses.   

 

 

 

DPBH - Risk Assessment Process              Needs Significant Improvement 
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Recommendations   

DPBH   1. Develop and implement a risk assessment program, 

conducting a thorough evaluation of DPBH’s systems 

and related information security controls.   

DPBH   2. Establish monitoring procedures to ensure the risk 

assessments are performed or updated consistent 

with the state security policy.   
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Controls Over Enterprise IT Assets Lack 
Procedures to Conduct and Document a 
Physical Inventory   

DPBH does not conduct a physical inventory of IT assets.  In 

addition, 5 of the 204 assets selected for testing were not located 

on the Active Directory tracking list maintained by the agency.  

Further, the Active Directory tracking list lacked pertinent 

identifying information for some assets such as asset tags and 

serial numbers that would aid the agency in accurately 

documenting and tracking assets.  The Active Directory is a 

directory service developed by Microsoft for Windows domain 

networks.  It is used primarily in enterprise environments to 

manage and organize users, computers, and other resources 

within a network.   

The agency also does not have documented policies and 

procedures for conducting an inventory.  DPBH IT staff indicated 

that utilizing agency tools such as the Active Directory, the patch 

management system, and the ticketing system gave enough 

insight into their inventory and therefore did not prioritize 

developing policies and procedures and dedicating resources to 

conduct a physical inventory.  However, without a physical 

inventory, reconciliation with the state inventory system cannot 

occur.  See Appendix A on page 34 for related criteria.   

During the audit, DPBH upgraded their ticketing system to a new 

application that they explained would allow them to add scannable 

barcodes to each machine for inventory purposes.  DPBH IT 

management indicated they were in the process of implementing 

this application and conducting a physical inventory, but it was not 

complete during the time of our audit.   

Agencies are unable to protect assets they are not aware of.  

Without complete and accurate visibility, DPBH cannot ensure 

proper security monitoring, incident response, system backup, 

state inventory reconciliation, or recovery.  This lack of awareness 

DPBH - Asset Inventory Process              Needs Significant Improvement 
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may inhibit agencies from identifying additional assets on the 

network, making it difficult to isolate threats and safeguard 

operations against adversarial access.   

Recommendation   

DBPH   3. Develop policies and procedures for conducting and 

documenting an annual physical inventory of IT 

assets that includes pertinent identifying information, 

reconciliation process, and supervisor review.   
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Continuous Vulnerability Management Program 
Lacks Tracking Processes   

DPBH does not have a policy or process in place to track how 

long a security vulnerability has been active nor does it have the 

ability to identify what vulnerabilities are being worked on or 

remediated.  DPBH currently utilizes the State’s enterprise-

managed vulnerability management software to scan its devices.  

However, we observed the agency lacked procedures to 

document and track vulnerabilities identified in the scans.  

Auditors randomly selected 10 devices with critical or high 

vulnerabilities and none of the 10 had tickets or other tracking 

documentation that would indicate which vulnerability it was, when 

it was identified, who it was assigned to, or how long it had been 

active.   

IT management indicated the agency does not have internal 

policies or procedures that it follows for vulnerability management.  

Further, the agency does not have a documented resolution 

process that includes the ability to track active, known, in-

progress, or fixed vulnerabilities.  The current process to address 

vulnerabilities relies on constant communication from the team on 

what vulnerabilities are being addressed, as well as group policy 

which allows for some updates or patches to be done on multiple 

devices at the same time.  While the agency is addressing some 

vulnerabilities, not documenting or tracking their resolution inhibits 

the agency’s ability to thoroughly identify and address active 

vulnerabilities.  See Appendix A on page 34 for related criteria.   

Without a robust and ongoing vulnerability management program, 

agencies risk missing crucial updates on software patches, 

security advisories, and threat bulletins.  This lack of timely 

information may prevent them from prioritizing weaknesses based 

on their impact, increasing the likelihood of exploitation.  Agencies 

that neglect regular vulnerability assessments and fail to address 

DPBH - Vulnerability Management Process        Needs Minor Improvement 
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identified issues also face a higher likelihood of having their 

assets compromised.   

Recommendations   

DBPH   4. Develop a policy to define security vulnerability 

remediation efforts based on risk as determined by 

the agency.   

DPBH   5. Develop procedures to ensure detected 

vulnerabilities requiring attention are documented 

and tracked throughout the resolution process.   
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Security Awareness Training Program Lacks 
Documented Policies   

DPBH utilizes the State’s enterprise-managed security awareness 

training and simulated phishing platform as their primary 

cybersecurity training tool; however, the agency does not have 

any internal policies specific to security awareness training.  We 

found that while all users were properly enrolled in training, 36 of 

1,392 (3%) users tested had not taken their training within the 

required timeline.  All 36 users were over the 90-day grace period.  

Additional testing on these 36 found 60% of 10 randomly selected 

users still had not taken training after receiving several reminder 

notifications.  State standards indicate that training should be 

completed within 90 days of the hire date or training anniversary 

date.  See Appendix A on page 34 for related criteria.   

DPBH IT management indicated that there were conversations 

with agency management on ways to enforce security awareness 

training requirements such as user account restrictions.  However, 

agency management did not implement account restrictions for 

users not taking their training because it might cause a loss of 

work hours.  IT management also indicated there were other 

discussions on alternative ways to enforce security awareness 

training on users, but an agreement was not reached.  Therefore, 

there were no consequences for users who do not take their 

training within the required state standards timeframe.   

If employees are not completing their security awareness training, 

especially upon hire, it significantly raises the agency’s 

cybersecurity risk profile.  Users, both intentionally and 

unintentionally, can cause incidents due to the mishandling of 

sensitive data, sending an email with sensitive data to the wrong 

recipient, losing a portable end-user device, or using the same 

password used on public sites.   

 

DPBH - Security Awareness Training          Needs Minor Improvement 
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Recommendations   

DPBH   6. Develop a policy for administering and managing the 

security awareness training program.   

DPBH   7. Develop a procedure to ensure users complete 

security awareness training within the required 

timelines.   
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Office of the Secretary of 
State 

The Secretary of State is elected to a 4-year term and is 

responsible for maintaining the official records of the acts of the 

Nevada Legislature and the Executive Branch of State 

Government.  The Office of the Secretary of State (SOS) is 

organized into eight divisions: Commercial Recordings, Document 

Preparation Services Program/Domestic Partnerships/Nevada 

Lockbox, Elections, Executive Administration, Nevada Business 

Portal, Notary, Operations, and Securities.   

SOS manages a diverse range of sensitive data including: state 

and local election information, candidate contribution and 

expenditure information, and confidential addresses for victims of 

domestic violence.  As of February 2025, SOS had 139 full-time 

employees, of which 26 were dedicated IT positions.   

Information system controls at SOS need improvement to 

strengthen security and improve oversight of the operating IT 

environment.  Weaknesses identified include:   

 The risk assessment process does not follow state policy 

requiring the completion of annual assessments.   

 The inventory and control of enterprise assets lack 

consistency and completeness.   

 The continuous vulnerability management program lacks 

documentation and robust remediation processes.   

 The security awareness training program does not ensure 
all employees are completing their initial and annual 
training.    

Background 

Summary 
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State Information Security Program Policy Not 
Followed   

SOS has not completed a full documented risk assessment or 

prepared an annual self-assessment of information security 

controls.  Internal IT evaluations related to certain systems and 

areas of the operating IT environment had occurred in May of 

2023; however, the scope of those reviews was limited to only 

those areas tested and not inclusive of the overall operating IT 

environment.   

Comprehensive, fully documented risk assessments have not 

been a priority.  SOS has prioritized other assessments relating to 

specific areas of its operating IT environment such as the payment 

card environment.  However, there are no controls in place to 

ensure a full risk assessment is completed biennially, as required 

by standards.  See Appendix A on page 34 for related criteria.   

Without a documented security risk assessment, SOS cannot 

ensure it will effectively identify or evaluate the risks, threats, and 

vulnerabilities to their IT systems, applications, information, and 

operational controls and processes.  This could lead to data 

breaches, disruption of operations, reputational damage, or 

financial losses.   

Recommendations   

SOS   1. Develop and implement a risk assessment program 

that complies with state standards, conducting a 

thorough evaluation of SOS's systems and related 

information system controls.   

SOS   2. Establish monitoring procedures to ensure the risk 

assessments are performed or updated consistent 

with state security policy.   

  

SOS - Risk Assessment Process              Needs Significant Improvement 
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Controls Over Enterprise IT Assets Lack 
Documented Processes   

SOS conducts semi-formal annual inventory procedures; however, 

there are no documented procedures for conducting the annual 

inventory and pertinent information is missing.  SOS assets 

included in its inventory contain an asset tag or serial number for 

identification.  However, the majority of the most recently acquired 

assets in 2023 do not have the serial number recorded in the 2023 

inventory.   

Although SOS was able to locate or identify the status of all 10 

assets randomly selected for testing, there was a lack of 

documented procedures and training on conducting the annual 

inventory processes.  Moreover, the inventory contained outdated 

or missing critical details about assets, such as serial numbers, 

configuration, and status.  See Appendix A on page 34 for related 

criteria.   

Agencies are unable to protect assets they are not aware of.  

Without asset visibility, SOS cannot ensure proper security 

monitoring, incident response, system backup, state inventory 

reconciliation, or recovery.  This lack of awareness may inhibit 

agencies from identifying additional assets on the network, making 

it difficult to isolate threats and safeguard operations against 

adversarial access.   

Recommendations 

SOS   3. Create documented inventory procedures to reflect 

current practices, include a supervisor review 

process, and ensure compliance with state inventory 

standards.   

SOS   4. Ensure that all assets are included in the annual 

inventory and that all inventory lists are regularly 

updated with complete and accurate identifying 

information.   

SOS - Asset Inventory Process          Needs Minor Improvement 
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Continuous Vulnerability Management Program 
Lacks Formal Policies and Procedures   

SOS lacks documented procedures for maintaining its vulnerability 

management program and tracking of vulnerabilities found in the 

operating IT environment.  While all SOS devices are scanned 

regularly by the State’s enterprise-managed vulnerability 

management software, only devices found with the vulnerability 

status of known exploitable are addressed for remediation, leaving 

hundreds of devices with some vulnerabilities not being 

remediated.  While the known exploitable vulnerabilities are 

properly prioritized, during the audit we found that 339 of 465 

(70%) of the devices in the SOS’s operating IT environment were 

reported to have some vulnerabilities present.  Some of these 

devices have been vulnerable for years.   

Our testing at the SOS’s facilities in Las Vegas and Carson City 

found that 23 randomly selected devices were successfully 

included in the vulnerability scan set up in their IT environment.  

Of the devices being scanned, we randomly selected 10 devices 

reported to have some vulnerabilities and found none of those 

devices had helpdesk tickets for remediation or other tracking 

documentation.  A risk-based decision was made by the 

Information Security Officer and the Chief Information Technology 

Manager to focus their vulnerability remediation efforts on the 

devices that posed the highest risk to the agency due to limited 

resources.  See Appendix A on page 34 for related criteria.   

Without a robust and ongoing vulnerability management program, 

agencies risk missing crucial updates on software patches, 

security advisories, and threat bulletins.  This lack of information 

may prevent them from prioritizing all weaknesses based on their 

impact, increasing the likelihood of exploitation.  Agencies that 

neglect regular vulnerability assessments and fail to address 

identified issues face a higher likelihood of having their assets 

compromised.   

SOS - Vulnerability Management Process        Needs Minor Improvement 
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Recommendation   

SOS   5. Develop and document vulnerability remediation and 

monitoring procedures to assess risk and prioritize 

actions, including an escalation process for delayed 

remediation.   
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Security Awareness Training Program Does Not 
Meet State Standards   

SOS utilizes the State’s enterprise-managed security awareness 

training and simulated phishing platform as its primary 

cybersecurity training tool.  All 129 agency employees were 

properly enrolled in the security awareness training program and 

required to complete their annual or initial training within the first 

90 days of employment as required by state policy.  However, 

training was not always completed on time.  See Appendix A on 

page 34 for related criteria.   

Several factors contributed to untimely security awareness training 

completion.  First, the training was not consistently made available 

within 90 days of an employee’s start date.  However, when made 

available, 78% of employees completed it within 90 days.  

Second, employees are made aware of their required training via 

a singular email notification, and no additional email reminders are 

utilized.  Supervisors are tasked with ensuring completion, but this 

is not tracked and leads to employees not completing their 

training.  The agency lacks agency-specific policies and 

procedures for carrying out this program, resulting in deficiencies 

primarily due to the absence of procedures for enrolling and 

tracking users for training completion.   

If employees are not completing their security awareness training, 

especially upon hire, it significantly raises the agency’s 

cybersecurity risk profile.  Users, both intentionally and 

unintentionally, can cause incidents because of mishandling 

sensitive data, falling prey to phishing scams and malware, 

sending an email with sensitive data to the wrong recipient, losing 

a portable end-user device, using weak passwords, or using the 

same password used on public sites.   

 

 

SOS - Security Awareness Training          Needs Minor Improvement 
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Recommendations 

SOS   6. Develop documented policies and procedures for the 

administration and management of the security 

awareness training program.   

SOS   7. Utilize the available built-in email reminder system to 

notify employees, their supervisors, and security 

awareness training program administrators when 

training is near or overdue to ensure compliance with 

state standards.   
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Cannabis Compliance Board 

The Cannabis Compliance Board (CCB) was established during 

the 2019 Legislative Session and was signed into law by the 

Governor.  The CCB consists of five Govenor appointed board 

members.  The CCB governs Nevada’s cannabis industry through 

strict regulation of all areas of its licensing and operations, 

protecting the public health and safety of citizens and visitors 

while holding cannabis licensees to the highest ethical standards.   

CCB manages a diverse range of sensitive data, including the 

medical cannabis and adult-use programs information.  As of 

February 2025, CCB had 104 full-time employees, of which 6 are 

dedicated IT positions.   

Information system controls at CCB need improvement as there is 

a lack of documented policies and procedures, including 

monitoring procedures to ensure key responsibilities are 

completed.  Weaknesses identified include:   

 A full information security risk assessment has not 

occurred, an annual self-assessment of security controls is 

not occurring as required by state policy.   

 The inventory and control of enterprise IT assets process 

does not fully follow CCB policy and is not finalized.   

 Continuous vulnerability management program lacks full 

implementation, documentation, and consistency.   

 The security awareness training program lacks 

documentation and consistent procedures.   

  

Background 

Summary 
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State Information Security Program Policy Not 
Followed   

CCB has been active for over 4 years and has not conducted and 

documented a full information security risk assessment.  Further, 

an annual self-assessment of the CCB’s security controls is not 

occurring.  No assessments have taken place while it has existed.   

Management indicated that focusing on other areas of CCB 

prevented them from putting the necessary effort into conducting a 

full risk assessment or annual assessment of controls.  See 

Appendix A on page 34 for related criteria.   

Without a documented security risk assessment, CCB cannot 

ensure it will effectively identify or evaluate the risks, threats, and 

vulnerabilities to their IT systems, applications, information, and 

operational controls and processes.  This could lead to data 

breaches, disruption of operations, reputational damage, or 

financial losses.   

Recommendations  

CCB   1. Develop and implement a risk assessment program, 

conducting a thorough evaluation of CCB's systems 

and related information security controls.   

CCB   2. Establish monitoring procedures to ensure the risk 

assessments are performed or updated consistent 

with state security policy.   

  

CCB - Risk Assessment Process              Needs Significant Improvement 
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Controls Over Enterprise IT Assets Lack 
Documented Procedures   

While CCB is conducting an annual inventory of assets, they are 

not updating state inventory records, which does not follow their 

internal policy to ensure state inventory compliance.  Nevada’s 

state inventory records show 65 assets listed as CCB equipment 

that were never in their physical custody according to 

management.  The equipment in question has appropriation unit 

codes belonging to different agencies and although CCB has 

never had this equipment, the information was not updated in 

state records.  According to CCB, state accounting records take 2 

years to accurately report dropped assets; therefore, by not 

updating state records, accurate inventory records continue to be 

delayed.   

Management is not adhering to its process for reconciling 

inventory with state records to maintain compliance with the state 

policy and laws.  CCB’s management explained they did not 

update state records because they first wanted to have a more 

consistent internal inventory process and determine exactly how 

they should track inventory before reconciliation with the state 

inventory system.  See Appendix A on page 34 for related criteria.   

Agencies are unable to protect assets they are not aware of.  

Without an accurate inventory both internally and in the state 

system, CCB cannot ensure proper security monitoring, incident 

response, system backup, state inventory reconciliation, or 

recovery.  This lack of awareness may inhibit agencies from 

identifying additional assets on the network, making it difficult to 

isolate threats and safeguard operations against adversarial 

access.   

 

 

 

CCB - Asset Inventory Process          Needs Minor Improvement 
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Recommendation 

CCB   3. Develop procedures that ensure internal inventory 

records are reconciled to state records and the state 

records are updated in accordance with the annual 

inventory requirements.   
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Continuous Vulnerability Management Program 
Lacks Full Implementation, Documentation, and 
Consistency   

CCB’s continuous vulnerability management program includes 

several areas without oversight or operating procedures and 

limited documentation.  When this audit began, CCB had 

implemented the State’s enterprise-managed vulnerability 

scanning software in their operating IT environment; however, we 

discovered scanning was not occurring at the newly located 

Carson City office and vulnerabilities were not being addressed.  

CCB’s management worked to make scanning operational in 

Carson City, but more work is needed as addressing identified 

vulnerabilities is currently not a focus.   

CCB’s Information Security Officer indicated that attention was 

focused on other areas, leaving vulnerability management 

unaddressed when the audit began.  In addition, the Carson City 

location was not being scanned because CCB changed locations 

and documentation was not updated to scan the new location, 

resulting in inconsistent scanning results.  While CCB has 

addressed this, the overall vulnerability management process is 

still under development and not functioning properly.  

Furthermore, CCB has not prioritized addressing vulnerabilities.  

See Appendix A on page 34 for related criteria.   

Without a robust and ongoing vulnerability management program, 

agencies risk missing crucial updates on software patches, 

security advisories, and threat bulletins.  This lack of timely 

information prevents them from prioritizing weaknesses based on 

their impact, increasing the likelihood of exploitation.  Agencies 

that neglect regular vulnerability assessments and fail to address 

identified issues face a higher likelihood of having their assets 

compromised.   

 

CCB - Vulnerability Management Process        Needs Minor Improvement 
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Recommendations 

CCB   4. Develop a policy to define security vulnerability 

remediation efforts based on risk as determined by 

the agency.   

CCB   5. Develop and implement procedures to ensure all 

systems are scanned and that detected 

vulnerabilities are documented, tracked, and 

resolved.   
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Security Awareness Training Program Lacks 
Documentation and Consistent Procedures   

CCB utilizes the State’s enterprise-managed security awareness 

training and simulated phishing platform as their primary 

cybersecurity training tool.  We evaluated the security awareness 

training program of CCB and found there could be some 

improvements to CCB’s procedures.  For 2 of 94 users tested, we 

observed they were not enrolled in security awareness training.  

However, one of the users had an account that was archived and 

even though the user took training, the application showed the 

user as not enrolled in the current training program.  The other 

user was unaware they should complete training since they 

administer the training.   

Further, there are no procedures to ensure all active employees 

are enrolled in security awareness training.  We also observed the 

process for adding and removing users is performed manually.  

This presents an increased risk of error as every time a change 

needs to occur it must be completed by an individual without any 

procedures to guide the process.  See Appendix A on page 34 for 

related criteria.   

If employees are not completing their security awareness training, 

it significantly raises the agency’s cybersecurity risk profile.  

Users, both intentionally and unintentionally, can cause incidents 

because of mishandling sensitive data, falling prey to phishing 

scams and malware, sending an email with sensitive data to the 

wrong recipient, losing a portable end-user device, using weak 

passwords, or using the same password used on public sites.   

 

 

 

CCB - Security Awareness Training         Needs Minor Improvement 
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Recommendation 

CCB   6. Develop policies and procedures for administering 

and managing the security awareness training 

program, ensuring all system users are identified and 

included.  
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Employment Security Division 

The Employment Security Division (ESD) has a vision of creating 

success for businesses and Nevadans.  ESD exists to empower a 

vibrant labor market in Nevada by creating business and worker 

connections with high-quality, demand-driven services.  ESD’s 

primary functions include Unemployment Insurance, Workforce 

Development, and the Commission on Postsecondary Education.  

ESD is a division of the Nevada Department of Employment, 

Training, and Rehabilitation (DETR).   

ESD manages a diverse range of sensitive data including 

unemployment insurance information and licensing information 

related to postsecondary education.  As of February 2025, the 

agency had 442 full-time employees with no dedicated IT 

positions.  ESD does not have its own Information Security Officer 

for the security of its operating IT environment.  Therefore, IT and 

information security support is provided by DETR.   

Information system controls at ESD need improvement to 

strengthen security and improve oversight of the operating IT 

environment.  Weaknesses identified include:   

 The risk assessment process does not follow state policy 

requiring annual risk assessments.   

 Asset inventory controls do not follow internal policy.   

 Continuous vulnerability management program lacks 

documentation and consistency.   

 The security awareness training program does not adhere 

to internal policies.   

  

Background 

Summary 
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State Information Security Program Policy Not 
Followed   

An overall security risk assessment for ESD's operating IT 

environment remains undocumented.  While some assessments 

are conducted by the Internal Revenue Service and the Social 

Security Administration for their respective systems, other systems 

have not been fully assessed.  Specifically, state security 

standards require an assessment be completed when significant 

changes occur to the agency, office, or IT environment.  ESD 

informed us that no risk assessment was completed before its 

current modernization project started.   

DETR's Information Security Officer indicated various aspects of 

ESD’s operating IT environment were reviewed, but we found an 

adequate risk assessment program was not developed or 

implemented.  In addition, there were no monitoring controls in 

place to ensure a risk assessment was completed routinely, as 

required by standards.  See Appendix A on page 34 for related 

criteria.   

Without a documented security risk assessment, ESD cannot 

effectively identify or evaluate the risks, threats, and vulnerabilities 

to their IT systems, applications, information, and operational 

controls and processes.  This could lead to data breaches, 

disruption of operations, reputational damage, or financial losses.   

Recommendations 

ESD   1. Develop and implement a risk assessment program 

in compliance with state standards and conduct a 

thorough evaluation of ESD's systems and related 

information security controls.   

ESD   2. Establish monitoring procedures to ensure the risk 

assessment is performed or updated consistent with 

state security policy.   

ESD - Risk Assessment Process              Needs Significant Improvement 
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Asset Inventory Controls Do Not Follow Internal 
Policy   

ESD depends on DETR’s IT team and an internal group to 

manage its computer inventory process.  The agency has an 

internal inventory policy, but it has not been updated in over 16 

years.  In addition, ESD's annual inventory spreadsheet lacked 

completion dates and other identification fields, but did contain the 

asset tag numbers required for inventory.   

Of the 56 physical computers selected for testing, 17 (30%) were 

not found on the current inventory list.  Furthermore, 1 of 10 

computers randomly selected from the inventory list could not be 

located by the agency.  Finally, ESD’s management does not 

adhere to its internal process of reconciling internal inventory with 

the state inventory system.  See Appendix A on page 34 for 

related criteria.   

Agencies are unable to protect assets they are not aware of.  

Without asset visibility, ESD cannot ensure proper security 

monitoring, incident response, system backup, state inventory 

reconciliation, or recovery.  This lack of asset reconciliation may 

inhibit agencies from identifying additional assets on the network, 

making it difficult to isolate threats and safeguard operations 

against adversarial access.  

Recommendations 

ESD   3. Update inventory procedures to comply with agency 

policy and establish a monitoring process to ensure 

proper implementation.   

ESD   4. Develop an inventory reconciliation process to 

ensure the internal inventory and state system 

inventories match.   

  

ESD - Asset Inventory Process          Needs Minor Improvement 
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Continuous Vulnerability Management Program 
Lacks Documentation and Consistency   

DETR’s Information Security Officer oversees ESD’s continuous 

vulnerability management program.  During the audit, DETR was 

using the State’s enterprise-managed vulnerability management 

software for vulnerability scanning.  Out of 54 devices tested, 33 

(61%) were scanned and each had at least one critical or high 

vulnerability.  Ten of 33 were selected for further review.  We 

found that 7 of 10 (70%) devices with vulnerabilities were not 

tracked on the internal monitoring sheet and lacked assigned 

resolution tickets.  Two devices did have tickets but were closed 

despite the agency's vulnerability management software 

continuing to report the vulnerabilities.  Only 1 of 10 devices 

tested had its vulnerabilities resolved.   

Additionally, not all networks at the Las Vegas locations were 

scanned successfully, including some servers.  However, this 

issue was being addressed during our audit.  While the resolution 

process includes records of addressed vulnerabilities, it is 

inconsistently applied and some tickets are closed before the 

vulnerabilities are fully resolved.  DETR’s Information Security 

Officer did not ensure ESD’s internal policies were being followed.  

See Appendix A on page 34 for related criteria.   

Without a robust and ongoing vulnerability management program, 

agencies risk missing crucial updates on software patches, 

security advisories, and threat bulletins.  This lack of timely 

information prevents them from prioritizing vulnerabilities based on 

their impact, leaving them vulnerable to exploitation.  Agencies 

that neglect regular vulnerability assessments and fail to address 

identified issues face a higher likelihood of having their devices 

compromised.   

 

 

 

ESD - Vulnerability Management Process        Needs Minor Improvement 
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Recommendations 

ESD   5. Establish a procedure to ensure all devices and 

networks are being scanned and document any 

exceptions.   

ESD   6. Establish procedures to ensure detected 

vulnerabilities are monitored, prioritized, and 

resolved.   
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Security Awareness Training Program Policies 

Were Not Consistently Enforced   

ESD utilizes the State’s enterprise-managed security awareness 

training and simulated phishing platform as their primary 

cybersecurity training tool.  At the time of this audit, internal 

policies for follow-up on incomplete training were not consistently 

enforced.  Of the 453 users enrolled in the training, 7 (2%) had 

overdue courses.  Although these users received email reminders, 

follow-up efforts stopped after 4 weeks with no additional action 

taken.  Further, three users were not assigned security awareness 

training and did not complete the training.   

ESD’s documented policy requires user accounts to be disabled 

by the Information Security Officer if the training was not 

completed; however, we found no evidence of this occurring.  

Additionally, the security awareness training platform was 

configured to stop sending email reminders after 4 weeks, 

allowing users continued network access without completing 

state-mandated training.  Finally, the agency lacks a monitoring 

process to ensure that all users are added to the security 

awareness training group.  See Appendix A on page 34 for related 

criteria.   

If some employees are not completing their security awareness 

training, especially upon hire, it significantly raises the agency’s 

cybersecurity risk profile.  Users, both intentionally and 

unintentionally, can cause incidents because of mishandling 

sensitive data, sending an email with sensitive data to the wrong 

recipient, losing a portable end-user device, using weak 

passwords, or using the same password used on public sites.   

Recommendation 

ESD   7. Develop a monitoring procedure that ensures state 

security policies for the security awareness program 

are followed.  

ESD - Security Awareness Training         Needs Minor Improvement 
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Appendix A 
Relevant Audit Criteria  

Select Nevada Revised Statutes 

NRS 333.220 - Personal property of using agencies:  Classification; 
identification; records; list of lost, excess, forfeited or donated property; 
transfers; inventories; regulations relating to condemnation and sale; 
determination of value; refurbishment. 

4. The records of personal property of the State must be 
maintained at all times to show the officers entrusted with 
the custody thereof and transfers of that property between 
those officers.  Each using agency shall conduct an annual 
physical count of all personal property charged to it and 
reconcile the results of the annual physical count with the 
records of inventory maintained by the Administrator.  The 
Administrator shall maintain the current records of inventory 
for each state agency.   

 

Select State of Nevada, State Information Security Program Policies 

2.3    Roles and Responsibilities 

2.3.2 State Agencies   

State agencies have the responsibility to: 

A: establish and implement a departmental security program, 
including policies, standards, and procedures, that is 
consistent with or exceeds the requirements of this policy, 
and commensurate with the risk magnitude of harm of state 
information resources should unauthorized access, use, 
disclosure, disruption, modification or destruction occur.   

2.3.3 State Agency Information Security Officers 

State Agency Information Security Officers (ISOs) have the 
responsibility to: 

A: ensure the establishment, implementation, enhancement, 
monitoring, and enforcement of the federal, state, and 
agency information security policies and standards;   

C: facilitate compliance with state and agency policies, 
standards, and procedures.  
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3.7    Risk Assessment and Risk Management 

3.7.1 Risk Assessments 

A: A full risk assessment must be conducted at each state 
agency to determine the risks, threats, and vulnerabilities to 
their IT systems, applications, information, and operational 
controls and processes.  The full risk assessment must 
include; 

1) security administration assessment of information 
security controls, policies, standards, procedures and 
processes, data classification, and information security 
plans;  

2) vulnerability assessments of IT systems and 
applications, including networks, servers, wireless, 
websites, email systems, and data access controls, and  

3) physical security assessments of agency offices for 
physical access and environmental controls.   

D: The appropriate assessment must be conducted prior to the 
introduction of a new system application or when a major 
change occurs in the operating environment.   

3.7.2 Self-Assessments 

State agencies must conduct a self-assessment of their 
information security controls at least annually and revise their 
controls according to the identified inadequacies or new risks.   

5.11  Security Testing and Vulnerability Assessment 

All state systems and networks must have vulnerability scans 
and/or penetration tests to identify security threats prior to the 
initiation of a new system or network.   

6.1    Inventory and Control of Hardware Assets 

6.1.4 Maintain Detailed Hardware Asset Inventory 

State agencies must maintain an accurate and up-to-date 
inventory of all hardware assets, including but not limited to, 
computer equipment, communications equipment, removable 
media, and other equipment, whether connected to the agency’s 
network or not.   
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Select State Information Security Standards 

S.2.05.01 Information Security Evaluations 

6.0 Standard 

6.1 All agencies shall conduct an initial security evaluation to 
determine the degree to which existing assets are protected 
against or exposed to unauthorized access or disclosure, 
modification, or loss.   

6.5 All security evaluations shall be documented.   

S.3.03.01 Information Security Officer Roles and Responsibilities 

6.3 ISO Responsibility 

C: Develop, implement, and maintain an information assets risk 
management and assessment program.   

O: Ensure that valid asset inventory information is available, 
current, and auditable, including inventories of hardware, 
software, application systems, and system users.   

S.3.07.01 Information Security Risk Analysis 

6.0 Standard 

6.1 Each agency shall perform or update a comprehensive risk 
analysis at least biennially or when significant changes occur to 
the agency, office, or IT environment.  The analysis shall 
determine potential loss, identify areas of vulnerabilities, and 
evaluate existing controls, with the results documented in a Risk 
Analysis Report.   

S.6.03.02 Vulnerability Management 

6.0 Standard 

6.1 Run automated vulnerability scanning tool.   

B: Agencies must have a documented procedure in place for 
automatically scanning all devices on their network, both 
managed and unmanaged, on at least a weekly basis.   

6.2 Perform authenticated vulnerability scanning.   

A: Agencies must implement local scanning agents on each of 
their devices or configure remote scanners to perform 
authenticated vulnerability scans of every system on their 
network.  All scans must be performed with the required 
credentials and elevated privileges to perform authenticated 
scans.   
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6.5 Utilize a risk-rating process 

B: Agencies must prioritize the remediation of identified 
vulnerabilities based on the criticality assigned by their risk-
rating methodology.   

C: Agencies must have a documented process in place 
detailing their selected risk-rating and prioritization 
methodologies for vulnerability management.   

S.6.17.01 Information Security Awareness and Training Program 

6.0 Standard 

6.3 The Informational Security Officer (ISO) shall coordinate 
efforts with the agency personnel or training section to ensure that 
all new and existing employees, consultants, and contractors 
attend an orientation program that introduces information security 
awareness and inform them of information security policies and 
procedures.  This training must be completed within 90 days of 
each individual’s hire date or awareness training anniversary date.  
All employees, consultants, and contractors who have access to 
information systems must acknowledge the security requirements 
of the system and their responsibility to maintain the security of 
the systems before access to the system is granted.   

6.4 Acknowledgment of IT Security Awareness Training and/or 
Orientation occurs by signing a security awareness document 
indicating they understand their rights and responsibilities upon 
completion of the security awareness training and/or employee 
orientation.  The ISO will determine the content of this document 
and how often this acknowledgment should be renewed.  Security 
awareness training must be reinforced at least annually.   
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Appendix B 
Audit Methodology 

To gain an understanding of the selected agency's information 

technology (IT) security controls, we interviewed management, IT 

security personnel, and IT operations personnel.  Through 

discussions and documentation review, we gained a broad 

understanding of how certain areas of IT security are managed at 

the selected agencies.  In addition, we reviewed the State 

Information Security Program Policies, Standards, and 

Procedures; the National Institute of Standards and Technology 

(NIST) SP 800-53 Rev.5; the Center for Internet Security (CIS) 

Controls; and the Nevada Administrative Code (NAC).  We also 

reviewed the selected agencies’ policies, financial information, 

budgets, and other information describing their activities.  

Specifically, we documented and assessed internal controls over 

risk assessments, security awareness training, vulnerability 

management, and asset inventory.   

To determine which agencies to include in this multi-agency audit, 

we performed a risk assessment.  Using this information, we 

judgmentally selected four state agencies based on agency size, 

age, and organizational information security structure.  Our audit 

included a review of the Division of Public and Behavioral Health 

(DPBH), the Office of the Secretary of State (SOS), the Cannabis 

Compliance Board (CCB), and the Employment Security Division’s 

(ESD) internal controls significant to our audit objective.  Internal 

control is a process effected by an entity’s oversight body, 

management, and other personnel that provides reasonable 

assurance that the objectives of an entity will be achieved.  

Internal control comprises the plans, methods, policies, and 

procedures used to fulfill the mission, strategic plan, goals, and 

objectives of the entities.  The scope of our work on controls 

includes the following: 
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 Demonstrate commitment to integrity and ethical values; 

exercise oversight responsibility; establish structure, 

responsibility, and authority; and evaluate performance 

and enforce accountability (Control Environment);   

 Define objectives and risk tolerances; identify, analyze, 

and respond to risks; assess fraud risk; and identify, 

analyze, and respond to changes (Risk Assessment);   

 Implement control activities through policy (Control 

Activities);   

 Use quality information; communicate internally; and 

communicate externally (Information and Communication);   

 Perform monitoring activities; and evaluate issues and 

remediate deficiencies (Monitoring).   

Deficiencies and related recommendations to strengthen the 

selected agencies’ internal control systems are discussed in the 

body of this report.  The design, implementation, and ongoing 

compliance with internal controls are the responsibility of agency 

management and agency Information Security Officers.  For all 

populations obtained throughout the engagement, we observed 

extraction of the population from its source, noting that the 

parameters appeared sufficient, and the computer-generated 

information was reliable for our audit purposes.   

To analyze the risk assessment process at each agency, we 

requested the most recent full information security risk 

assessment documentation.  If a full risk assessment was 

available, we requested a list of new systems or major system 

changes to the operating IT environment for the last 12 months to 

assess if those system additions or changes were considered in 

the risk assessment.  Finally, we requested the most recent self-

assessment of current security controls to verify if it had been 

conducted at least annually for the last 2 years.   

To test the security awareness training process at each agency, 

we obtained the agency's security awareness training program 

documentation and procedures, including a list of employees who 

had completed security awareness training for 2024.  In addition, 
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we obtained a list of active employees from calendar year 2024 

from the State Human Resources Data Warehouse system to 

compare to the security awareness training enrollment and 

completion list.  We tested up to 10 users who did not complete 

security awareness training and 100% of the users who were not 

enrolled in security awareness training.   

To test the continuous vulnerability management (CVM) process 

at each agency, we obtained their CVM program documentation 

and procedures.  We requested a list of devices being scanned 

from the CVM system and randomly selected 5% of the computer 

population by visiting various sites and selecting physical 

computers to verify those systems were scanned and if the 

identified vulnerabilities had a resolution process initiated.  For 

DPBH, 212 computers were selected from a population of 4,247.  

For SOS, 23 computers were selected from a population of 460.  

For CCB, 16 computers were selected from a population of 318.  

For ESD, 55 computers were selected from a population of 1,093.  

In addition, we observed the resolution process to verify how each 

agency handled the scan results.   

To analyze the Inventory and Control of Enterprise Assets (ICEA) 

process at each agency, we obtained their authorized ICEA 

program documentation and procedures.  In addition, we 

requested from the agency the most recent asset inventory list of 

devices that can store or process data.  We then randomly 

selected 10 computers from the list and verified they could be 

located physically by the agencies.  Finally, we randomly selected 

5% of the computer population by visiting various sites and 

selecting physical computers to compare to the inventory list.  We 

then determined if the computers selected from the population 

were missing from the inventory list by comparing the two lists.  

For DPBH, 212 computers were selected from a population of 

4,247.  For SOS, 23 computers were selected from a population of 

460.  For CCB, 16 computers were selected from a population of 

318.  For ESD, 54 computers were selected from a population of 

1,093.   

We used nonstatistical audit sampling for our audit work, which 

was the most appropriate and cost-effective for concluding on our 
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audit objective.  Based on our professional judgment, review of 

authoritative sampling guidance, and careful consideration of 

underlying statistical concepts, we believe that nonstatistical 

sampling provided sufficient, appropriate audit evidence to support 

the conclusions in our report.  We did not project exceptions to the 

population.  Within the scope and objective of this audit, we did 

not identify any vulnerabilities in information systems that posed a 

serious threat to the security of the agencies’ information systems.   

Our audit work was conducted from February 2024 to February 

2025.  We conducted this performance audit in accordance with 

generally accepted government auditing standards.  Those 

standards require that we plan and perform the audit to obtain 

sufficient, appropriate evidence to provide a reasonable basis for 

our findings and conclusions based on our audit objective.  We 

believe that the evidence obtained provides a reasonable basis for 

our findings and conclusions based on our audit objective.   

In accordance with NRS 218G.230, we furnished a copy of our 

preliminary report to the selected agencies.  We met with agency 

officials to discuss the results of the audit and requested a written 

response to the preliminary reports on the following dates: DPBH 

on May 15, 2025; SOS on May 13, 2025; CCB on May 12, 2025; 

and ESD on May 14, 2025.  The responses are contained in 

Appendix C, which begins on page 42.   

Contributors to this report included: 

Joshua Terry, CISSP, CISA, PCIP  
Deputy Legislative Auditor 

Dalton Butler, CISA 
Deputy Legislative Auditor 

Christopher Gray, MPA  
Deputy Legislative Auditor 

Shirlee Eitel-Bingham, CISA  
Audit Manager, Information Security 

Todd Peterson, MPA  
Chief Deputy Legislative Auditor 
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Appendix C 
Response From Division of Public and Behavioral Health  
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Division of Public and Behavioral Health’s Response to Audit 
Recommendations 

Recommendations Accepted Rejected 

DPBH   1. Develop and implement a risk assessment program, 
conducting a thorough evaluation of DPBH’s systems 
and related information security controls ..........................   X     

DPBH   2. Establish monitoring procedures to ensure the risk 
assessments are performed or updated consistent 
with state security policy ...................................................   X     

DPBH   3. Develop policies and procedures for conducting and 
documenting an annual physical inventory of IT assets 
that includes pertinent identifying information, 
reconciliation process, and supervisor review ...................   X     

DPBH   4. Develop a policy to define security vulnerability 
remediation efforts based on risk as determined by the 
agency ..............................................................................   X     

DPBH   5. Develop procedures to ensure detected vulnerabilities 
requiring attention are documented and tracked 
throughout the resolution process .....................................   X     

DPBH   6. Develop a policy for administering and managing the 
security awareness training program ................................   X     

DPBH   7. Develop a procedure to ensure users complete 
security awareness training within the required 
timelines ...........................................................................   X     
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Response From Office of the Secretary of State 
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Office of the Secretary of State’s Response to Audit Recommendations 

Recommendations Accepted Rejected 

SOS 1. Develop and implement a risk assessment program that 
complies with state standards, conducting a thorough 
evaluation of SOS’s systems and related information 
system controls ...................................................................   X     

SOS 2. Establish monitoring procedures to ensure the risk 
assessments are performed or updated consistent with 
state security policy.............................................................   X     

SOS 3. Create documented inventory procedures to reflect 
current practices, include a supervisor review process, 
and ensure compliance with state inventory standards .......   X     

SOS 4. Ensure that all assets are included in the annual 
inventory and that all inventory lists are regularly 
updated with complete and accurate identifying 
information ..........................................................................   X     

SOS 5. Develop and document vulnerability remediation and 
monitoring procedures to assess risk and prioritize 
actions, including an escalation process for delayed 
remediation .........................................................................   X     

SOS 6. Develop documented policies and procedures for the 
administration and management of the security 
awareness training program ................................................   X     

SOS 7. Utilize the available built-in email reminder system to 
notify employees, their supervisors, and security 
awareness training program administrators when 
training is near or overdue to ensure compliance with 
state standards ...................................................................   X     
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Response From Cannabis Compliance Board 
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Cannabis Compliance Board’s Response to Audit Recommendations 

Recommendations Accepted Rejected 

CCB 1. Develop and implement a risk assessment program, 
conducting a thorough evaluation of CCB's systems and 
related information security controls ....................................   X     

CCB 2. Establish monitoring procedures to ensure the risk 
assessments are performed or updated consistent with 
state security policy.............................................................   X     

CCB 3. Develop procedures that ensure internal inventory 
records are reconciled to state records, and the state 
records are updated in accordance with the annual 
inventory requirements .......................................................   X     

CCB 4. Develop a policy to define security vulnerability 
remediation efforts based on risk as determined by the 
agency ................................................................................   X     

CCB 5. Develop and implement procedures to ensure all 
systems are scanned and that detected vulnerabilities 
are documented, tracked, and resolved ..............................   X     

CCB 6. Develop policies and procedures for administering and 
managing the security awareness training program, 
ensuring all system users are identified and included .........   X     

 

TOTALS      6     
 



Multi-Agency Information Security — Employment Security Division 

54 

 

Response From Employment Security Division 
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Employment Security Division’s Response to Audit Recommendations 

Recommendations Accepted Rejected 

ESD 1. Develop and implement a risk assessment program in 
compliance with state standards and conduct a 
thorough evaluation of ESD’s systems and related 
information security controls ...............................................   X     

ESD 2. Establish monitoring procedures to ensure the risk 
assessment is performed or updated consistent with 
state security policy.............................................................   X     

ESD 3. Update inventory procedures to comply with agency 
policy and establish a monitoring process to ensure 
proper implementation ........................................................   X     

ESD 4. Develop an inventory reconciliation process to ensure 
the internal inventory and state system inventories 
match ..................................................................................   X     

ESD 5. Establish a procedure to ensure all devices and 
networks are being scanned and document any 
exceptions ..........................................................................   X     

ESD 6. Establish procedures to ensure detected vulnerabilities 
are monitored, prioritized, and resolved ..............................   X     

ESD 7. Develop a monitoring procedure that ensures state 
security policies for the security awareness program are 
followed ..............................................................................   X     
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